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PEIIAMEHTEI PABOTHI

10 3aNyCcKy H 06HOBIEHHI0 AHTHBHPYCHOTO NporpaMmuoro ofecnevenns
B MOKY «Kpyroropoeckas mkona»

B xauecTse neTounHKa YTpos HHAOPMALMOHHOH BE30NACHOCTH MOKET BRICTYIIATE Ye0BeK
A0 rpynna moaeit, a Takke HeKHe, HE3ABHCALIHE OT JIeSTENEHOCTH Ye0BeKa, MPOREBIEHHA.
Hcxons u3 31010, Boe HCTOYHHKH YTPO3 MOMKHO Pa3/Ie/HTE HA TPH IPYIIL:

* Yeaoseuecknii paxrop. Jlannas rpynna yrpos cBa3aHa ¢ AelicTBHAMY 9€10BEKa, HMEIOLIETO
CaHKLMOHWPOBAHHBIH HIH HECAHKIHOHHPOBAHHLIA JocTYN K HH(OpMaumK. Vrpoast IToi
TPYIITEl MOMHO Pa3JennTs Ha:

- @HeudHue, K HIM OTHOCATCA NeficTBHA KnOep-NpecTyHHKOB, Xakepos, HHTEPHET-
MOIIEHHHKOB, HEA00POCOBECTHBIX NAPTHEPOB, KPHMHHAILHBIX CTPYKTYP.

= GHYMPEHHUE, K HIM OTHOCATCH NeACTBHA NEPCOHANA KOMNAHMH, a TAKKE Nojk3oBaTeneii
JOMaLIHAX KOMIbIOTEPOB. JleHcTBHS NaHHBIX MFOAEH MOTYT OhITh KAK YMBINUIEHHLIMH, TAK H
Cy4aiHBIMK.

* TexHuueckuii axTop. D7a rpynmna yrpos CBS3ana ¢ TEXHHISCKUMH NMpobaemamm —
(H3MuecKoe H MOpANEHOE YCTapEBAHHE HCTIONB3YHOUIETOCA 0DOPYI0BAHNSA, HEKAYECTBEHHBIE
NporpaMMHEIE H anmapaTHeie cpeacTsa obpaborkn uudopmaumu. Bee a1o npusoamt k otkasy
00OpYAOBAHKA H 3A4ACTYIO TTOTEPH HHOOPMALIHH.

» Cruxuniinsiil daxrop. Dta rpynna yrpos Biaosaet B cefs NPHPOIHLIE KATAKITHIMEIL,
cTHXHiHBIE DeacTBrA H npodHe POPC-MAKOPHBIE 0GCTOATENLCTRA, HE3ABHCALLIHE OT
NEATeNbHOCTH JIFone,

Bee TpH HeTouHHKE Yrpos HeolxoaumMo obA3aTelEHO YYHTHIBATE NTPH pa3paboTke cHCTeMb

3alMTH HHGOpMaLHOHHOI GelonacHoCTH.

PasBUTHE COBPEMEHHBIX KOMTBIOTEPHBIX TEXHOMOMHI M CPEICTB CBA3H [T BO3MOKHOCTh
WIOYMBILILIEHHHKAM HCTONB30BATE PA3THYHBIC HCTOYHHKH PACTIPOCTPAHEHHA YIPO3.
PacemoTtpuM ux nogpobHee:

HuaTepuer

I'nobanshas ceth HHTEPHET YHHKANbBHA TEM, 9TO HE ABIAETCA UbeH-TO COOCTBEHHOCTRIO M HE
HMECT TEPPHTOPHANIBHEIX MPAHHLL 3TO BO MHOTOM CNOCOGCTRYET PAIBHTHIO MHOTOYMCICHHBIX
BeO-pecypcos M oOmeny undopmammeii. Celiuac moboit Yes0BEX MOXKET MOMYIHTS AOCTYN K
NAHHBIM, XpaHAUMMCS B MHTepHeTe, unu co3nate croii coberrennkiil Beb-pecype.

Onuaxo 314 ke ocobeHHOCTH ToGaIkHOH CETH NPENOCTABNRIOT 3HOYMBILLICHHHKAM
BOIMOKHOCTE COBEpLICHHA npecTymuienuii B Hutepnere, mpu 31oM 3aTpyanas nx obnapyxenne

H HAKAIAHHE.




3N0YMBILLIEHHHKH PAIMELIAIOT BHPYCH! H APYTHE BPENOHOCHBIE MPOrPAMME! HA Beb-pecypeax,
"MACKHpYIOT" HX 10J nonesHoe u fecnnaTHoe nporpammHoe obecneyenne. Kpome Toro,
CKPHITBI, ABTOMATHYECKH 3AMYCKAEMBIE MPH OTKPRITHH BE0-CTPAHHLIBI, MOT'YT BbINOIHATS
BPEAOHOCHBIE ICHCTBHA HA BALIEM KOMILIOTEPE, BKIFOYAR HIMEHEHHE CHCTEMHOTO PEECTpa,
KPasKy IM9HBIX JAHHBIX H YCTAHOBKY BPEJOHOCHOIO ITPOrpaMMHOI0 0BecTieueHHS,

Hcnonkaya ceTessie TEXHOIOMHH, JN0YMBILILIEHHHKH PEATH3YIOT ATAKH HA YIANEHHRIE 9aCTHRIE
KOMIMBIOTEPHI ¥ CEpBepa KoMnanuil. Pe3ynsTaToM TAKHX 8TAK MOMKET ABIAThCH BRIBEICHHE
pecypea H3 CTPOs, MOMY4EHHE NONHOTO A0CTYIA K PECYPCY, 4, CeI0BATENEHO, K HHMOPMALIMH,
XPAHALIEMCH HA HEM, HCNIOB30BAHKME PECYPCa KaK 4acTH 30MOH-ceTH.

B cBA3H ¢ NOABIEHHEM KPEAHTHBIX KAPT, WIEKTPOHHBIX IEHET H BOIMOKHOCTBIO HX
HCTIONB30BANNA Teped HHTepHeT (MHTEPHET-MAra3HHBI, YKLHOHSB], NEPCOHANTBHBIE CTPAHHL
GaHKOB ¥ T.01.) MHTEPHET-MOIICHHHYECTBO CTANO OJIHHM H3 HaubONee PaCpOCTPaHEHHBIX
MPECTVILTEHHIA.

Hurpaner

HMHTpaHeT — 3T0 BHYTPEHHAA CETh, CHIEWHAIbHO paspaboTanuas Ans ynpasnerns nHdopmarmeii
BHYTPH KOMINAHHH WIH, HANpHMep, YacTHol nomamHei cemn. Hutpaner sanserca enuaniv
MPOCTPAHCTBOM JUIA XPaHEeHHA, 00MEHA H 10CTYNA K HH(OPMALIHH A8 BCEX KOMIbIOTEPOB CETH.
ToaToMy, ecnd Kakoif-mubo M3 KOMIBIOTEPOB CETH 3APAXNEH, OCTABHBIE KOMITBIOTEPI
MOIBEPraldTCa OrPOMHOMY PHCKY 3apakeHHs. Bo wibexanue BOIHHKHOBCHHA TAKMX CHTYALMA
HEOOX0AHMO 3AIMIIATE HE TONBKO IEPHMETD CETH, HO W KXKIBIH OTACNbHbI KOMIBIOTED.
IMeKTPOHHAY NOYTA

Hanwune noYToBsIX MPHIOKEHHH MPaKTHYECKH HA KAXI0M KOMIBIOTEDPE, & TAKKE TO, YTO
BPEIOHOCHRIE MPOrPAMME! MOJHOCTEI0 HCNOMLIYIOT CONEPKHMOE AEKTPOHHBIX APECHBIX KHHT
18 BBIABJIEHHA HOBLIX JKepTB, obecneunbaet GMArONPHATHRIE YCIOBHA [UIA PACIIPOCTPAHEHHS
BPEIOHOCHBIX NporpaMm. [los30Bares 3aPAKEHHOTD KOMIILIOTEPA, CAM TOIO HE MOL03PeRas,
PacChINAET 3APAXKEHHEIE THCEMA ANPECATAM, KOTOPBIE B CRBOK) OYePLh OTIPABIAIOT HOBLIS
3ApaKEeHHbIE MHChMA M T.1. Hepemkn cliyuau, Koria sapakeHHsi Gaii-10KkyMeHT no npuyaHHe
HEJOCMOTPA MOTANAET B CIMCKH PACCHLUTKH KOMMepueckodi nHdopManmu Kako#i-mubo KpynHoi
KOMMaHHH. B 3TOM ciyuae cTpajaror He MaTh, & COTHM HIH Jake ThICAYH aDOHEHTOB TAKHX
PACCHIIOK, KOTOPBIC 3ATEM Pas0ILTIOT 3apameHHbIe (ainsl JecATKAM THICHIAM CBOHX
abonenTos.

IoMEMO YTPO3B! DPOHHKHOBEHHA BPEIOHOCHBX NPOrpaMM CYIIECTRYHOT npolieMa sHelHe
HEMENATENLHOH MOYTH PEKIAMHOrO XapakTepa (cnaMa). He spnssach HCTOYHHKOM IPSMOF

YrPo3bl, HEAENATENBHAA KOPPECTIOHICHIMS YBEIHIHBACT HAMPY3KY Ha NOYTOBLIE CEpBEpa,




CO3MIAET AOTIO/IHHTENbHBIH TPadHK, 3aCOPACT NOUTOBLI ALK NO/I30BATENA, BEIET K NOTepe
paf04ero BpeMEHH | TEM CaMbiM HAHOCHT 3HAYHTENBHKIH PHHAHCOBBIH YPOH.

Taxke BaKHO OTMETHT, 9TO 3TOYMBIIUIEHHHKH CTAH HCTIO/B30BATE TAK HA3LIBAEMEIE
CRAMEPCKHE TEXHONOTHH MACCOBOTO PACTIPOCTPAHEHHA H METONTbI COLIMATBHOTO HIGKHHHPHHTA,
4To6BI 32CTABHTE MO/B30BATES OTKPBITE MTHCLMO, MEPEHATH N0 CChUTKE M3 MHCEMA HA HEKHIi
MHTEPHET-peCype H T.1. M3 3Toro cneayer, 4To BOIMOKHOCTH QHIBTPALIAH CrIAMA BAKHE! HE
TONLKO CaMH 1o cebe, HO W N8 NPOTHBOAEHCTBHA HEKOTOPBIM HOBBIM BHIAM HHTEPHET-
MOLICHHHYECTBA (HANPAMED, PUIIMHTY), A Taloke PACTIPOCTPAHEHHIO BPEAOHOCHBIX MPOrPAMM.
CueMubie HOCHTEAH HHOPMaURR

Coemmbie HocHTEM — mHCKeThI, CD-IHCKH, drew-KapTe - unpoko HCTIONB3YHOTCH 1A
XPAHEHHS M Nepenads uHdopma,

Ilpu 3anycke daiina, cogepiainero BpenoHOCHLIH KO, CO CHEMHOTO HOCHTENA Bl MOMKETE
TIOBPEHTH AAHHbBIE, XPAHALIHECH HA BAIIEM KOMMBIOTEPE, & TAKKE PACITPOCTPAHHTE BHPYC Ha
APYTHE AHCKH KOMITBIOTEPA HIIH KOMITBIOTEPE! CETH.

Brasi yrpos.

Yepeu (Worms)

Jlannas KaTeropus BPEAOHOCHBIX TPOTPaMM IS PACTIPOCTPAHEHHS HCTIONB3YET B OCHOBHOM
YA3BHMOCTH ONEPaLMOHHEIX cHeTeM. Hassauue 1oro knacca 6bi1o nano MCXoas M3
cnocobHOCTH YepBeil "Nepenosizats” ¢ KOMNLIOTEPA HA KOMITLIOTED, HCTIONB3YA CETH,
JEKTPOHHYEO NOYTY H Apyrie uidopmalmonnsle kanans!. Tawke Gnarogaps 31oMy MHOTHE
4epeH 001a1aK0T AOCTATOYHO BEICOKOH CKOPOCTBI0 PACTIPOCTPAHEHHA.

YepBH MPOHHKAKT HA KOMIILEOTED, BEIMHC/IAIOT CETEBbIC ANPECca IPYTHX KOMIBIOTEPOR H
PACCHUIAIOT MO ITHM AIPECAM CBOH KOMHH. [TOMMMO CETEBRIX a/IPECOB HaCTO HCTIONBIYIOTCS
JlaHHbIE ANPECHON KHIMH NOYTOBLIX KIHEeHTOR. [lpencTaBHTeNH 3TOr0 KNacca BpeloHOCHRIX
NporpaMM HHOrAa co3nanT paboune (aiinel HA NHCKAX CHCTEMBI, HO MOTYT BoOGILIE He
ofipamaTsca K pecypcaM KOMITBIOTEpa (38 HCKIIOYEHHEM ONEpPaTHBHOMN NaMaTH),

Bupycsi (Viruses)

[Iporpammel, KOTOpEIE 3apaXAlOT IPYTHE MPOTPaMMBl — N00ABAAKOT B HHX CBOH KO, 4TOOb!
MOY4HTD YIIPABACHHE NPH 3aMyCKE 3apakeHHBIX (ainos. D10 MpocToe ONpeaeneHHe naeT
BOIMOMHOCTh BhISBUTE OCHOBHOE NEHCTBHE, BRIMOIHACMOE BHPYCOM — 3APANCENE.
Tposuckne nporpammet (Trojans)

[Iporpammsl, KOTOPBIE BRMONHAIOT HA NOPAKAEMBIX KOMIBIOTEPAX HECAHKLMONHPOBAHHEIE
N0/B30BATENEM JEHCTBHS, T.€. B 3ABHCHMOCTH OT KAKHX-THOO YCI0BHH YHHYTORAIOT

HHPOPMALIHIO HA IMCKAX, NPHBOIAT CHCTEMY K "3aBHCAHHIO", BOPYIOT KOHQHIEHUHATLHYIO




HHGOpMALHIO i T.1. [laHHBIH KIACC BPENOHOCHBIX NPOrPAMM HE SBIRETCH BHPYCOM B
TPAIHUMOHHOM TOHHMAHHH 3TOr0 TEPMHHA (T.€. HE 3APAKACT APYTHE NPOrPAMMEI HIH JaHHLIE),
TPOSHCKHE MPOTPAMMBI e CIOCODHEI CAMOCTORTETBHO MPOHHKATE HA KOMIBIOTEPL! H
PACTIPOCTPAHAKTCH JTOYMBIUIAEHHHKAME 101 BHAOM "Noie3IHoro" NporpaMMHOro obecneueHmn.
[lpu 3TOM Bpen, HAHOCHMBIH HMH, MOMET BO MHOTO pa3s OpeBLIIATE MOTEPH OT TPAIHIHOHHOH
BHPYCHOH ataKH.

B nocnennee spema HanGonee pacnpocTpaHeHHBIMH THIAMM BPEIOHOCHRIX NPOrpaMm,
MOPTAULMMH KOMIBIOTEPHbIE AAHHBIC, CTANH YepBH. [lanee 110 pacnpocTpaHEHHOCTH caeqytoT
BHPYCHI W TPOSHCKHUE nporpamMMel. HexoTopeie BpeioHOCHEIE NPOrpaMMBl COBMemarT B cebie
XAPAKTEPHCTHKH JIBYX HIIH JI&3%e TPeX H3 NEPEUHCIEHHBIX BhillE KIACCOR,
Ilporpammei-pexaamel (Adware)

IIporpaMmueiii kon, 63 BeaoMa NoNb30BaTENS BEIIOYCHHBII B nporpaMMHoe ofecnedeHne ¢
LENBIO IEMOHCTpALHH pekIaMHbIX 0DbABNeH . Kak npasumio, nporpaMMel-pexiaMml BCTPOEHBI
B nporpaMmHoe ofecneyenne, pacnpoctpansiomeecs Gecratio, Penama pacnonaraercs B
pabodem unTepdeiice. 3a4acTyi0 NaHHbIE NPOrPaMMBI TAKKE CcoDHpaloT H nepenpasnaoT
CBOEMY pa3paboTYHKy NEPCOHANBHYH HHAOPMALLIO 0 NOJNBI0BATENE, HIMEHSIOT PATHYHBIE
napameTphi Opay3epa (CTapTOBBIE H MOHCKOBBIE CTPAHMIIEL, YpoBHH DE30MAaCHOCTH H T.1.), &
TAIGKE CO3/AI0T HEKOHTPONMPYEMBIH Nok30BaTeneM Tpaduk. Bee 310 MOMKET NPHBECTH Kak K
HAPYIIEHHIO MONHTHKH (E30MacHOCTH, Tak H K NPAMBIM (HHAHCOBBIM MOTEPAM,
[porpammei-mnuons: (Spyware)

Iporpammuoe obecneucnne, no3poNsioNiee cCOBHPaTL CBEAEHHS 06 OTAETEHO BISTOM
MOAL30BATEIE HIIH OPraHH3alH Oe3 HX Beoma. O HATHYHH NPOTPAMM-LINHOHOB HA CBOEM
KOMIBIOTEPE BRI MOKETE H HE NOransBaThcs. Kak Npasuio, Hemkio NporpaMM-LiHOHOR
HBIRETCH.

® OTCleRHBAHHE NEHCTBHIA NONL30BaTENs HA KOMITBIOTEDE,

* cbop HudopMaLrK 0 CONEPKAHHH HKECTKOrO IHCKA; B ITOM CAYHACT Yalle BCEro peyb HIeT o
CKAHHPOBAHHH HEKOTOPLIX KATAJIOrOB M CHCTEMHOTO PEECTPA C LIE/IbI0 COCTARMEHHS CIHCKA
NpOrpaMMHOr0 00ECTICHEHMS, YCTAHOBIEHHOTO HA KOMITLIOTEDE,

* chop HHpOPMALMK 0 KauecTBe CBA3M, criocobe NOAKMOYEHNS, CKOPOCTH MOJIEMA H T.I.
[lorenunaasno onacusie npuaokenun (Riskware)

[porpammuoe ofecneyenue, KOTOPOE He HMEeT KaKoi-1G0 BPEIOHOCHOM DYHKLIMH, HO MOXET
BBITH HCMONME30BAHO IMOYMBILLICHHHKAMH B KAYECTBE BCIOMOTATEbHBIX KOMIIOHEHTOB
BPEIOHOCHOT NPOrpaMMBel, NOCKOBKY conepikuT Gpewn 1 ommbiw. [Tpr HEKOTOPBIX YCNOBHAX
HATHYHE TAKHX NPOrPAMM HA KOMITBLIOTEPE MOABEPIAET BalM JaHHbie pucky. K TakuM
MPpOrpaMMam OTHOCATCH, HANPHMED, HEKOTOPBIE YTHITHTE YAANEHHOTO ATMHHHCTPHPORAHHS,
MporpaMmbl ABTOMATHYECKOTO NEPEKITIOUEHHA packiakH knasuatypsi, IRC-kmentsi, FTP-
CCpRepa, BCEBOIMOKHBIC YTHIHTRI /U1 OCTAHOBKH NPOLECCOB HIIH CKPBITHA HX PaboThi.




Ewe oaHuM BUAOM BPEAOHOCHBIX NPOrPaMM, AB/IAIOLMMCA NOTPAHHYHEIM JUIA TAKHX [TPOTPaMM
kak Adware, Spyware u Riskware, ABni0TCA NporpaMMBl, BCTPAHBAIOIIHECA B YCTAHOBIEHHBIH
Ha KOMMblOTEpe Opay3ep H NepeHanpassiomHe TpadHK.

HOporpammer-myTH (Jokes)

[porpammuoe obecneueHne, He NPHIHHAOUICE KOMITLIOTEPY KAKOT0-THO0 NIPAMOro BPELa, HO
BBIBOJAILIEE COOGIIEHHA O TOM, YTO Takoi Bpel yxe npHuHHeH, TH6G0 Gyaet npuunneH npu
KakHX-THO0 yenoeusx. Takue mporpaMMel 4acTo NMpeIyTIPERIA0T NONLIOBATENS O
HECYLUECTBYIOLIECH ONacHOCTH, HANPHMED, BBIBOAAT Co0bIEHHA 0 GOPMATHPOBAHHH IHCKA
(%012 HUKakoro GOpPMATHPOBAHHS HA CAMOM JIEJIe HE NPOMCXOINT), O0HAPYKHBAIOT BHPYCHI B
HesapaKeHHBIX daiinax u .1,

Mporpammer-mackuposmukn {Rootkit)

YTHIHTEI, HCTIONB3YEMBIE UTA COKPLITHA BPEIOHOCHOH akTHBHOCTH. OHM MacKHpyIOT
BPE/IOHOCHBIE MPOrpaMmel, 41006 H3bexaTs HX OOHAPYKEHHS AHTHBHPYCHBIMH MPOTPAMMAMH.
[TporpaMMbi-MacKHPOBIIHKH MOTHGUUMPYIOT ONEPALMOHHYIO CHCTEMY HA KOMIBIOTEPE H
3aMCHAIOT OCHOBHBIE eg (hyHKIHH, 9T00E CKPBITE CBOE COOCTBEHHOE NPHCYTCTBHE M ACHCTBHA,
KOTOPBIE NPEANPHHMMAET 310YMBILLICHHHK HA 3aPAKEHHOM KOMITBIOTEPE.

[Ipoune onacxHbie NpPorpaMmel

Tporpamms, cosnanssie 114 oprainzany DoS-arak Ha yaaneHHkie ceprepa, RII0OMa APYTHX
KOMIBIOTEPOB, 4 TAKOKE AR/ISIOUIHECS YACTHIO Cpelkl pa3paboTKH BPeIOHOCHOO NPOrpaAMMHOTD
obecnievenns. K TakuM nporpaMMaM oTHOCATCA Xakepekue yriautsl (Hack Tools),
KOHCTPYKTOPBI BUPYCOB, CKAHEPE! YHIBMMOCTE!, NPOrpaMMel U1 BI10MA NaponeH, npodne
BHIBI IPOrPAMM /I B3/I0MA CETEBLIX PECYPCOB HIIH NPOHHKHOBEHHSA B ATAKYEMYIO CHCTEMY.
Xakepckne aTakH

XaKepckHe aTakH — 3T0 JeHCTBHA 310YMBIULIEHHHKOB HTH BPEIOHOCHBIX POTPamMM,
HANpPaBIeHHbIE HA 3aXBAT HHOOPMAIIMOHHEIX TAHHEIX YIANEHHOTO KOMIBIOTEPA, BhIBEIEHHE

CHCTEMbI M3 CTPOA WM MOY4EHHE NOTHOTO KOHTPOMIA HAJl PECYPCAMH KOMITBIOTEPA.

HexoTopsie BHALI HATEPHET-MOWIEHHHYECTRA

Pumunr (Phishing) — Bun HHTEpHET-MOIIEHHHYECTBA, 3AKMOYANILMICA B pacchUIKe
INEKTPOHHBIX COODWEHHH ¢ Ue/bIo KpaskH kKonduaeHuManbHOR HHpOPMAIHE, KAk NpasuIo,
(pHHAHCOBOro XapakTepa. PHIIHHI-COO0LIEHMS COCTABIAIOTCH TAKHM 06pazoM, 4ToGs!
MAKCHMAMBHO MOXOJHTE HA HHPOPMALIMOHHEIE TMCEMA OT DAHKOBCKHX CTPYKTYP, KOMIAHHH
u3BecTHLIX Opernos. [luceMa CONEPKAT CCLUIKY HA 3ABEAOMO NOMXHBI CailT, CHeuManLHO

NOArOTOBNEHHBIH 3MOYMBIIIEHHHKAMH H ABIAOUIHIICS KonHeH cafita opranu3aiian, ot sxobu




|~

HMEHH KOTOPO#H npHIono nuceMo. Ha nawHom caiite nons3osatemo MPEANAracTea BBECTH,
HANPHUMED, HOMEP CBOCH KPEAMTHOH KAPTEE H APYTYI KOHPHUICHIHATLHYI0 HHDOPMAITHIO,
/103B0H HA IVIATHEIE HHTEPHET=-PECYPCHI — BHII HHTEPHET-MOLIEHHHYECTRA, CBA3AHHLIH C
HECAHKLIMOHMPOBAHHBIM HCIIOTEI0BAHHEM IIATHLIX HHTEPHET-PECYPCOR (Ualle BCero 1o sed-
caiiTel IOPHOrpatHIECKOT0 COASPHANHS). Y CTAHOBIEHHEIE 3TOYMBILLIEHHHKAMH MPOrPAMME
(dialers) MHHUMMPYIOT MOIEMHOE COEIHHEHHE C BALIETO KOMIILKOTEPA HA MIATHBI Homep. Yame
BCErO HCMONB3YEMbIE HOMEDA HMEIOT O4EHE BRICOKHE TapH(Ibl, B PE3YIBTATE NOIb30BATEb
BBIHYKIEH OIUIa4YHBATHL OTPOMHBIE TENe(OHHBIE CYETA.

Hapsaiuupas pexiama

Haps3unpas pexnama — 3T0 BCTUIBIBAIOLIHE OKHA B PEKNAMHbIE DAHHEPLI, OTKPHIBAIOIIMECH MTPH
pabote ¢ seG-caiitamu. Kak npasino, undopMaiis, colepkalancs B HHX, He GLIBAET NOACIHOI.
JleMOHCTpauMa BCIUTBIBAKOIIMX OKOH ¥ DAHHEPOB OTBICKACT NONBIOBATENA OT OCHOBHBIX 3aaY,
yBenHYHBAET 00beM Tpaduka.

Cnam (Spam)

Cnam — 970 aHOHHMHAA MACCOBAA PACCHUTKE HEKENATEILHBIX NOYTOBLIX coobwennii. Tak,
CMaMoM SBAAIOTCH PACCBUIKH PEKNAMHOID, NOJHTHYECKOTD H ArHTALHOHHOMO XapaKTepa,
MHCEMA, NPHILIBAIOIME MOMOUL KOMY-HHOYL. OTIENBHYIO KATETOPHIO CNAMA COCTABIAIOT
MHCEMA € NPEIOKEHHAMH 00HATHYHTE GONMBIIVIO CYMMY JI€HEr HIH BOBNEKAKIINE B
(PHHAHCOBBIE MHPAMHIILI, & TAKKE MHCHMA, HANPAB/ICHHBIE HA KPAXKY naponeii M HOMepos
KPEAMTHBIX KapT, IHCEMA ¢ npock0oH nepecnarh 3HaKOMBIM (HATIPHMED, MHCEMA CYACTHA) H

7. n. CnaM CynIeCTBEHHO YBEIHYHBAET HArPY3KY HA NOYTOBbIE CEPBEPA H NOBBILIALT PHCK

MOTEPH HH(OPMAIINH, BAKHOH LIS 110/1530BATENA.

Mpuinakn 3apamenns
EcTs paj NpHIHAKOR, CBHASTENLCTBYIOMIHX O 3APAXKEHHH KoMnbioTepa. Ecim Bu 3ameuaere, uro
€ KOMIBIOTEPOM MPOHCXOAAT "CTPAHHEIE" BElIM, 8 HMEHHO!

* Ha JKPaH BhIBOAATCA HEMPEAYCMOTPEHHBIE Co0DIEeHN, H300paKeHHA NHO0 BOCITPOHIBOIATCA
HENPEIYCMOTPEHHBIE IBYKOBBIE CHTHAIBL,

* HEOKHIAHHO OTKPLIBACTCA M 3akpeiBaeTcd moTok CD/DVD-ROM-yerpoiictsa;

* MPOH3BOJLHO, 623 BALIEro YHACTHA, HA BAIIEM KOMTILIOTEPE 3AMYCKAIOTCH Kakne-mGo
NporpamMMbl,

® HA 3KPAH BEIBOAATCA MPEAYNPERKIEHHA O NONBITKE KakoH-mbo H3 mMporpaMM saiero
KOMINBIOTEPAE BHIHTH B HHTEPHET, XOTH Bbl HHEAK HE HHHUHHPOBAIH TAKOC C€ MOBEIEHHE,

T0, ¢ HONBIOH CTENEHBIO BEPOATHOCTH, MOKHO TIPEANIONOAHTE, 9T0 Balll KOMITBIOTED MOPEKEH

BHPYCOM.
Kpome Toro, ecTh HEKOTOPBIE XAPAKTEPHBIE PH3HAKH NOPAKEHHS BUPYCOM Yepes noury:

* 1py3hs WIH 3HAKOMBIE MOBOPAT BaM 0 COODIIEHHAX OT BAC, KOTOPKIE BRI HE OTITPAB/IANH,



* B BAIIEM MOYTOBOM HLIMKE HAXOAHTCA DoNbLIOe KotHYecTBO coolmennii Ges obpaTroro
afpeca H 3aronoBKa.
Chenyer OTMETHTB, YTO HE BCErA TAKHE MPHIHAKH BhIILIBAIOTCA MPHCYTCTBHEM BHPYCOE.

HUnorna onn MoryT GbiTh clieacTBHeM Apyrux npuunH, Hanpumep, B ciy4ae ¢ nouToi
3aPaKEHHBIC COOOLICHHA MOTYT PACCBLUIATECH C BALUMM 0OPATHLIM A1PECOM, HO HE ¢ BALLEro
KOMIBIOTEpA.

EcTh Taoke KOCBEHHbIE IPHIHAKH JAPOKSHHSA BAUICTO KOMITBHOTEPE:

YacThie 3aBHcaHuA K chou B paboTe KoMIBIOTEpA;

MEIEHHAs paboTa KOMITBIOTEPA IIPH JAMYCKE MPOrPAMM;

HEBOIMOMHOCTE 3ArPY3KH ONEPALMOHHOH CHCTEMBI,

HCUe3HOBEHHE (PaioB W KATANOrOB HIIH HCKAKEHHE HX CONEPKHMOrO;

HacToe 0DpalieHHe K IKECTKOMY IHCKY (YACTO MHTAET IAMIIOYKA HA CHCTEMHOM GI0Ke):
= se0-Opaysep (Hanpumep, Microsoft Internet Explorer) "saBucaer” uim sener cebs
HEOMHIAHHEIM 00Pa3OM (HaMpPHMED, OKHO NPOrPaMMBl HEBOIMOKHO JAKPLITS).

B 90% ciny4aes HaTHYHE KOCBEHHBIX CHMIITOMOB BEI3BAHO cOOEM B ANNapaTHOM MiH

MpoOrpaMMHOM 0DECTICYEHHH.

YT0 1enaTh npH HANHYHE NPHIHAKOB 3apaKeHHs
Ecmn Bbi 3aMeTIn, 970 Bam KomnkioTep "Benet cefis nofospHTENRHO",

1. OTKA0YHTE KOMNBIOTED OT HHTEPHETA H JOKANLHON CETH, €C/IH OH K Hell GbLT MOAKIIoueH.

2. Ecnu cHMITTOM 3a8paKEHAA COCTOHT B TOM, 4TO Bbl HE MOMKETE 3ArPY3HTHCA C HKECTKOrO IMCKa
KOMIIBIOTEPA (KOMIBIOTED BBUIACT OMIHOKY, KOT/Ia BBl €10 BKTHOYaeTe ), monpobyiite 3arpy3uTscs
B PEKHME 3ALIMTEL 0T COOEB HITH C IMCKA aBapHitHO# 3arpyaku Microsoft Windows, koTopsiii Bai
CO31aBATTH [TPH YCTRHOBKE ONEPALIMOHHOH CHCTEMB! HA KOMIBIOTER,

3. Tlpexne uem npeanpHHHMATE Kakue-mHOO AeHiCTBHA, COXPAHHTE PE3y/ILTATH BawICil paboTsl
HA BHEIIHHA HOCHTENS (auckety, CD-nuck, daew-kapry | np.).

4. YCTanoBWTE aRTHBAPYCHYHO TIPOTPAMMY, ©CITH BhL 3TOTO €IIE HE CHETANH.

5. OBuosuTe CHrHATYpY Yrpos nporpammsl. ECH 370 BO3MOMKHO, I8 MX TOYHEHHS BBIXOIHTE
B HHTCPHET HE CO CBOETO KOMITBIOTEPA, 4 C HE3APAMEHHOI'0 KOMIBEOTEPA APY3eii, HHTEpHET-
Kafe, ¢ paboTbi. Jly4ille BOCTIONB30BATECA APYTHM KOMITRIOTEPOM, MOCKONEKY MPH
MOAKTHOIEHHH K HHTEPHETY C 3APAXEHHOI0 KOMIBIOTEPA €CTh BEPOATHOCTS OTIPARKH BHPYCOM
BAHON HH(QOPMALHH 3A0YMbIIICHHHKAM HAH PAacIpOCTPAHEHHA BHPYCA 10 agpecaM saineii
A0PECHOH KHHIH. IMEHHO MOITOMY NPH MOAO3PEHHH HA JaPAKEHHE Y4LIE BCEro Cpasy
OTKJTHOYHTHLCH OT HHTEDHETA.

6. 3anycTHTe NOMHYIO NPOBEPKY KOMILIOTEPA

HpodunakTHKa 3apameHHa

HiKakie cambie HAZIEAHBIE H PA3YMHBIE MEPBI HE CMOTYT 00€CTIEMHTB CTONPOICHTHYIO JATHTY
OT KOMIBIOTEPHBIX BHPYCOB H TPOSHCKHX IpOTPamMM, Ho, BeipaboTae ans ceba paa npasun, Bel
CYLIECTBEHHO CHH3HTE BEPOSTHOCTE BHPYCHOM ATAKH M CTENEHE BOIMOXHOIO yiepba.

OaHuM H3 OCHOBHBIX METOA0B GOPLOEI C BHPYCAMH AB/IAETCH CBOEBPEMENHAS MPOMHIAKTHA.

KomneiotepHas npoduiakTHka coCTONT H3 HeDO0ILIIOro KOMHYEeCTRa MPaBH, cobmoaeH e




KOTOPBIX 3HAYHTENBHO CHHAKACT BEPOATHOCTE 3APAKEHHA BHPYCOM H NOTEPH KaKHX-THO0
HAHHBIX.

Huse nepeuscriens! OCHOBHBIE NMpaBila Ge30NacHOCTH, BRIMONHEHHE KOTOPBIX NO3BOIHT
H3beraTh BHPYCHRIX ATAK.

ITpasuio Ne 1: saugumume Komnelomep ¢ NOMOUBIO GHMUSUPYCHBLY NPOZPAMM U RPOZPAMM
fesonachoti pabome: & uwmepneme. Jlna storo:

* be3oTnararenkHO YCTAHOBHTE AHTHBHPYCHYH) TIPOTPaMMY.

* PerynapHo oGHOBNANTE CHIHATYPBI YTPO3, BXOASIIME B COCTAR POTPAMMbI.
Mpasuno Ne 2: Gydsme ocmopoXcs: Npu IARUCH HOSBLX OAHHBIX Ha KOMRBRIMER:

¢ [lposepsiiTe Ha NPHCYTCTBHE BHPYCOB BCE ChEMHbLIE IHCKH (aHckeTsl, CD-mucku, dnem-
KapThl H 1IP.) NEpel KX HCNOIb30BAHHEM.

* Ocropoxso obpamaiitecs ¢ noutossiMK coofimennsmy. He sanyckaiite nukakux daiinos,
NPHICAWHX N0 MOYTE, €C/TH Bbl HE YBEPEHBI, 4TO OHH AeHCTBHTENBHO 10/HKHEI GELTH npuitTH K
BAM, JAXKE €CIIH OHH OTNPABIECHBI BAIIHMH 3HAKOMBIMH. :

* BHHMATENEHO OTHOCHTECH K HHGOPMAITHH, NONTy4aeMoii H3 HHTepHeTa, ECIH ¢ Kakoro-mbo
pef-caliTa BaM NpPELIATAETCA YCTAHOBHTE HOBYIO POrpaMMy, 00paTHTe BHHMAHHE HA HATHIME
v Hee cepridmkaTa Ge30nacHoCTH.

¢ EciM Bbl KONHPYETE M3 MHTEPHETA HITH JIOKAILHOH CETH HenoMHseMbiil daiin, ofsarensHo
MPOBEPLTE Ero ¢ MOMOLILI0 AHTHBHPYCHON NPOrpaMMaL.

* BHMMATEBHO OTHOCHTECH K BRIBOPY MOCEIIAEMBbIX BAMH HHTEpHET-pecypcos. Hexotopeie U3
CafTOB 3apakeHbl ONACHBIMH CKPHIT-BHPYCAMH HIIH HHTEPHET-4EPBAMH.

Hpasusao Ne 3. nawesyiimecs cepsucom Windows Update w peryispHo yctaHasnusaiite

00OHOBNEHHA ONEPALMOHHOMN cHeTeMsl Microsoft Windows.

Ipasnao Ned: noxynaiime ducmpufymugrsie Konuu npozpaMmMHon obecnevenus y
oghuaneNeLx Npodasos.

Hpasnao Ne §: oapanuusme xpyz nodeil, donyuennsix k pabome Ha BAUEM KOMABIOMEDE.
Ipasn.ao Ne 6: ymensuume puck HeNpuAMNBLX NOCIEICMEUI BOIMONCHOZ0 3APANCEHUR.

* CBOCBPEMEHHO NIENAfTE PE3CPBHOE KOMHPOBAHHE NAHHBIX.
 CospafiTe IMCK aBAPHAHOT0 BOCCTAHOB/IEHHSA, C KOTOPOrO NMPH HEOOXOAHMOCTH MOKHO oyner

3ArPYIHTLCA, HCNOB3YS "4HCTYIO" ONEPALHOHHYIO CHCTEMY.
Mpasnao Ne 7: pezyasprio npocmampuesaiime cRUcok YCMaHOSIEHHbIX NPOSPAMM HA GAUEM

xomnsiomepe. JLis 3T0TO Bei MOXETE BOCTIO/IBIOBATECA MYHKTOM Y CTAHOBKA/Yanenne
nporpamm B Ilanean HHCTPYMEHTOB HIH NPOCTO NPOCMOTPETH CONEPAKHMOE KaTanora
Program Files, karanora asrosarpysea.

(DCHOBHEIE AHTHBHPYCHBIE NPOrPAMMEL

1. Norton Antivirus

2.  Dr.Web

3.  Kaspersky Antivirus
4. NOD32

5. McAfee

6. Panda Antivi
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